EMPOWERING A FEARLESS INTERNET

WHITEHAWK

Open-Source Intelligence — Publicly Available Info
Global OSINT — PAI

Next-Gen Globally Available Proven Datasets, Technologies, Analytics, Reporting

11 February 2025

www.whitehawk.com

© 2024 WHITEHAWK LIMITED



WHITEHAWK

2023 U.S. Critical Infrastructure (Cl) Threat Landscape

Infrastructure Sectors Affected by Ransomware
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Source: FBI 2023 Internet Crime Report, https://www.ic3.gov/Media/PDF/AnnualReport/2023_IC3Report.pdf

FBI IC3 Report —$12.5 B in Reported U.S.
Losses, to include:

« Business Email Compromise — $2.9B
« Phishing Victims — 298,878
» Personal Data Breach — 58.859

« 2,825 reported ransomware, losses of
over $59.6M

» 1,193 reports from critical
Infrastructure sector organizations who
were victims of a ransomware attack
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Open-Source Intelligence (OSINT) Publicly Available Information (PAl)
OSINT-PAI Al-as-a-Service (AlaaS) Actionable Analytics

Basic AI/ML to Intermediate-Advanced-Predictive Al to Generative Al
Across All Publicly Available Datasets

Al/ML Automaton to Drive Actionable Intelligence

Fast-Track Big Data Collection, | Receive Actionable, Prioritized | Automate All Key Deliverables
Correlation and Prioritization Analytics, Reporting, to Focus Workforce on
Strategies Risk/Threat Mitigation

Cutting-edge Al tools sift through vast global datasets to bring the most relevant analytics
tailored to your Business Intelligence Needs & Priorities



WHK Business Objectives 2025

Grow new Client Base As Prime or in Advance LinkedIn & Continue to grow
Leveraging 2 new product Partnership with Dripify Campaigns Consulting Firm

lines: Carahsoft & NUARI, developed with NYC Partnerships - 8 Degrees
1- Al-Based Critical continue to respond to Firm CBS, fully East, Zura Group,
Infrastructure Global & U.S./Canada State & leveraging Hubspot - Hathaway Global
Regional Entity Local Opportunities like Focused on: Strategies — providing all
lllumination recent State of Ohio & Phase 1 Healthcare product lines remotely

2- Cyber Risk Analyst City of Atlanta open Phase 2 Financial Sector

Platform as a Service RFP’s

Retain, advance & grow current Cyber Risk Radar, Cyber Risk Program, Cyber Risk Analyst as a Platform contracts
for recurring revenue & product advancement



2025 Objectives, Pipeline & Projections

Existing Customer Upsell/Cross-sell

¢ Federal Government CISO US$750K
e Commercial CISOs US$2.4M
* Research Universities US$1M || Consulting Groups US$1.2M

( . . )
Projections Customer Renewal
2025 revenue projections on track with current contracts, A ( * 80% or greater
active, broad Commercial Pipeline (Healthcare & Financial « Retaining Clients on average for 2-5years
[\ MSP Sectors) and Federal, State, Local Government RFPs :
\_ W,
. ) .
New Sales Bookings Employee Retention
US$20M+ Pipeline to achieve growth benchmark $5.5M * Maintain current excellent employee retention of 80%-90%
* Cyber Risk Radar US$12.5M || Cyber Risk PaaS US$5M ~ | » Conversion of proven Interns to Full-Time
) » Pending Government RFP Awards WHK US$4.2M ) * Recruiting of new Cyber Interns
)

) Product Roadmap Delivery

| » Advancing Al-Roadmap with automation and scalability

* Delivering Integration with advanced cyber risk partners
* Automated CMMC Compliance Mapping into Action Plans

J
. . . ( .
Cyber Risk Products Marketing & Branding Customer Needs Alighment
¢ C-SCRM Risk Radar, Cyber Risk Analyst PaaS, Cyber Risk Program * Tailoring of platforms to meet evolving requirements
* PR, IR & Digital Marketing Campaigns in U.S. & Australia  Continuous advancement of platform features and new
e Cyber Innovation, Global Risk & CMMC Thought Leadership product lines
J

Majority of Security Contracts Prohibit the Open Naming of the Client




Cyber Risk Analyst Platform as a Service
New Program in Place with University of South Florida & NSA 502 Project

% USMHU%HNFLORWA @B Morketplace  Client Portal

ACCOUNT UNIVERSITY OF SOUTH FLORIDA
USF - Portfolio 1 v Client Portal

. ) USF - PORTFOLIO 1
© Cyber Risk Profile = L Cyber Maturity Roadmap

Q Cyber Risk Profile
) Cyber Maturity Roadmap

Action Plan o, Action Plan
W Wish List
QUESTION 5 OF 10
P B Tasks Completed Tasks Remaining High Medium Low
& Artifacts COMPUTERS 9
. How many company issued devices (cell phones, computers, iPads, tablets, servers, etc.) does your company own? | NOT STARTED
‘& Members 8 Security Awareness and Skills Training Establish and maintain a security awareness
program to influence behavior among the workforce to be security conscious and
@ Cyber Risk Portfolio ’ properly skilled to reduce cybersecurity risks to the enterprise.
6
s NOT STARTED
Establish and Maintain a Security Awareness Program Establish and maintain a
UNIVERSITY OF SOUTH FLORIDA 5 security awareness program. The purpose of a security awareness program is to
H educate the enterprise’s workforce on how to interact with enterprise assets and data in
Client Portal , -
4 a secure manner. Conduct training at hire and, at a minimum, annually. Review and
update content annually, or when significant enterprise changes occur that could impact
3 this Safeguard
ORLANDO HEALTH
L Cyber Risk Profile 2 NOT STARTED

Train Workforce Members to Recognize Social Engineering Attacks Train workforce

1 members to recognize social engineering attacks, such as phishing, pre-texting, and

- s

( Previo 53 0
INDUSTRY LOCATIONS High Med Low .
“ s “ Train Workforce Members on Authentication Best Practices Train workforce members
Health Care 1 out of 10( “ . - . R . .
EMPLOYEES INTERACTIONS
) ) Your Cyber Risk Indicator
12 Email, Face-to-Face, Mobile,

Phone, Website

Based on the answers provided, your focus should be on providing basic cybersecurity without spending too much of the company’s resources - manpower
and money. Small businesses are popular cybercrime targets because many have not implemented basic protections. While most cyber criminals won't target
your business explicitly, they will launch relatively simple attacks against everyone they can find. Typically, cyber criminals targeting small businesses plan to
use the data they steal to commit financial fraud. By making your security posture significantly better than that of the average small business, you can help
avoid being targeted by cyber criminals. They will instead move on to softer targets. In addition, attackers may see you as a useful stepping-stone in

attacking your business partners

Your company has well-developed plans and instructions for what to do in a wide variety of situations. Because of this, make sure that your cybersecurity
tools are up-to-date and providing the detail necessary to identify and address gaps that can be exploited. It is vital to your business to keep improving and

maturing your cybersecurity posture with the use of automation. Keep your analysts focused on high level alerts.

Our evaluation of your responses indicates that your current overall cyber threat posture is good. Your company should continue to improve its cybersecurity
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U.S. Federal & State Active Proposals

® GSA SCRIPTS BPA (Supply Chain lllumination Program, Tools & Services), Sponsored by OSD
AT&L, 16SEP24 Submission, selecting 3 Bigs & up to 5 smalls, $99M a year for 10 years. Down
select still expected Early 2025 - GovWin estimates by 28FEB

® The Ohio Department of Development RFP for qualified contractors to provide cybersecurity
services to small businesses: cybersecurity practices, improve documentation, assist businesses in
achieving compliance with standards NIST SP 800-171 & CMMC - Proposal submitted 22JAN25.
Total program funding is $500,000.

® Responding to U.S. Defense Advanced Research Projects Agency (DARPA) Open BAA: The
Information Innovation Office (120) creates groundbreaking science and develops transformational
capabilities in the informational and computational domains to surprise adversaries and maintain
enduring advantages for national security.

® DHS CIO C-SCRM partnering request from REI Systems RFP MID-2025
© OSD CDAO Tradewinds Program Open Submissions in partnership with NUARI
© DHS S&T Long Range BAA Submission with Al Analytics Partner 09DEC24

7 Confidential — Do Not Distribute
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WhiteHawk New Product Line For DOD & DHS

Automated Al-Driven Global-Regional Entity lllumination & Mapping

Battlefield Mapping of the Digital Terrain

DiGITAL TERRAIN = DiGITAL SURVEILLANCE il - Common Operating
ASSESSMENT & MAPPING AND RECONNAISSANCE Picture (COP)

Identify centers of Enhance data fidelity Integrate enhanced
influence and critical Including economic geospatial data to
nodes for engagement, security and geospatial develop a COP to
influence, andfor information. Discover identify targeting
counterinfluence unknown but knowable opportunities for friendly

operations. > entities of interest. forces and adversaries.
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From Manual Cyber Compliance to Automated Cyber Resilience
RISK IN THE DIGITAL AGE

® Commercial Cyber Risk Monitoring,
Automated Reporting & Portfolio Analytics

® Anyone can buy Credit Monitoring &
Reporting on any Legal Entity in the world

® Now anyone can buy Cyber Risk Monitoring &
Reporting on any Entity

® An 80% view of Cyber Compliance, Maturity,
Risk & Threat within 24 to 72 hours o /‘

A5
Financial/Insurance/Security Sectors do this e s ‘
today, across millions of businesses "
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The Leadership Team

Il'l

CHIEF EXECUTIVE OFFICER, PRESIDENT & FOUNDER

Terry Roberts

A global risk analytics, cyber intelligence and national security professional with over 20 years of Executive level experience across government,
industry, and academia. Previously the Deputy Director of US Naval Intelligence, TASC VP for Intelligence and Cyber Engineering, and an
Executive Director of Carnegie Mellon Software Engineering Institute (established the Emerging Tech Center now the Al Division) with an MSSI w/
Al concentration.

CHIEF OPERATING OFFICER & CHIEF PRODUCT OFFICER

Soo Kim

Previously the cybersecurity, technology strategy expert at Accenture Federal Services, Hewlett Packard Federal and VP at TAS C. Experience in
technical and business leadership, tactical execution, business operation, and solutions delivery. Bachelor’s degree in mathe matics from Virginia
Tech, a Certified Enterprise Architect and Scrum Master and Al/ML Solution Architect.

CHIEF INFORMATION OFFICER
Mike Ferris

With nearly twenty years of experience in IT and cybersecurity, Mike has held pivotal roles at WhiteHawk, including Director of IT Operations &
Security, Director of Advisory Services, and Senior Cyber Analyst & Program Manager. Mike began his career in the United States Marine Corps
as a Technical Controller, responsible for the installation, maintenance, and repair of complex communication systems, ensuring secure and
reliable communication channels transitioning to the private sector in 2010.

CHIEF. TECHNOLOGY OFFICER
| Good

vith over 30 years of experlence |n cyber operations and technology development for military, gover ~:. and

ments clude Raytheon, Vencore L3 Communfyﬂ ‘and the US C ens us Bur _g'"—
A“ ear and Cerareo icer at US C 1and, | ! ‘_ﬁ;’f* | =
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The Board

Phil George, Non-Executive Director

Phil George has experience as a CEO, managing director and operations manager with a strong background in finance, cybersecurity and
technology. Philip has previously worked as a general manager, technical director, global IT manager, team lead and IT manager in other
organisations. For the past 16 years, Phil has primarily serviced the finance, technology, mining industries and was recently the Operations
Manager for Uber Australia. Phil is the Founder of NURV Consulting, which delivers custom cloud-based solutions to small and medium
businesses and the Founder and CEO of Bamboo, a mobile micro-investment platform.

Melissa King, Non-Executive Director

Melissa King brings more than 20 years global experience as a senior executive, including herroles as Chief Executive Officer for both FIBA
Women’s Basketball World Cup 2022 Organising Committee and Surf Life Saving Australia (SLSA) and executive roles with Sydney Opera
House, Department of the Prime Minister and Cabinet APEC Australia 2007 Taskforce and the Governance Institute. A strategic, agile and
innovative leader with extensive transformation, commercial and communications experience, Melissa has advised Boards and Government
Agencies on strategy, governance and fundraising, and mentors emerging leaders.

Brian Hibbeln, Non-Executive Director

Brian Hibbeln is currently a venture partner at Sinewave Venture Capital LLC, a venture capital firm with the mission of accelerating new
technologies across the public and commercial sector. He was the Director of the US Remote Sensing Center- National Capital Region
(Washington D.C.) for almost a decade, being instrumentalin supporting the DoD and Intelligence Community with technology
demonstrations and operational support to combatant commanders around the world. Brian Hibbeln has advised Boards and Government
Agencies on Cyber Technologies, Intelligence Activities, Mergers and Acquisitions and the deep understanding of Government needs or
guirements. Mr. Hibbeln’s extensive global networks and experience will open new channels for Whitehawk into the Australian, British and
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WHITEHAWK.
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